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The Challenge of Risk Control in a 
Hydrogen based Economy, Part II

Hans J. Pasman
Chemical Risk Management

Summer School UofU

What are the risks, how can we determine them,
How can we avoid, how to reduce, when can we be satisfied?
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Hazard Identifation:
• Process Safety Studies/ Tests/ stability, ignitability

• Check list: Amounts, site, properties, equipment, process, 
safety systems, quality management……..etc.

• HAZard and OPerability study: HAZOP

• Dow Fire & Explosion Index

• FACTS, MHIDAS, MARS incident data banks

• FMECA: Failure Mode, Effect and Criticality Analysis

• Delphi methods: Brainstorming

• Bayesian influence network: Systemic

• Cause tree: PLANOP
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Class 1 Index method

National Fire Protection Agency (NFPA) rating system for Flammability (Nf),
Reactivity (Nr) and Health (Nh).

Flammability (f) NFPA
Rating
(Nf)

Reactivity (r) NFPA
Rating
(Nr)

Health (h) NFPA
Rating
(Nh)

Non-combustible     0 Non-reactive, even
under fire

    0 No hazard beyond that of
ordinary combustibles

    0

Flash point >100 oC     1 Mildly reactive, upon
heating and pressure

    1 Only minor injury likely     1

40o < flash point < 100 oC     2 Significantly reactive
without heating

    2 Medical attention required
to avoid temporary or
residual injury

    2

20o < flash point < 40 oC     3 Detonation possible
with confinement

    3 Materials causing
serious injury

    3

Flash point < 20 oC     4 Detonation possible
without confinement

    4 Short exposure causes
death or serious injury

    4
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Dow Fire & 
Explosion Index:

penalties and credit 
points
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Consequence analysis: Hazardous
substance

Unpressurized
leak

Pressurized
leak

External
fire

Other
incident

Liquid
pool

Toxic effect Thermal effect Blast, fragments

Fireball

Flash +
rainout

Jet fire Flash fire Pool fireVCExpl BLEVE

Evaporation

Jet    |   Dense |   Neutral          
Dispersion

Discharge

Gas       |      Two-phase |          Liquid

Explosion

- Condensed phase
- Run away reaction
- Gas / dust -air
- Physical
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Input to DAMAGE analysis
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Release models : Yellow Book

• Outflow compressed gas / vapour
• Pressurised liquefied gases: superheated liquid; 2-phase 

flow : Boiling Liquid Expanding Vapour Explosion
• Outflow of liquids
• Evaporation from a boiling liquid pool on land
• Idem from water; rapid phase transition (LNG, LH2?)
• Evaporation non-boiling liquid
• Pool spreading
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Gaussian Plume Model:
coordinate system; wind direction is along X-axis
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Gaussian Plume Model

          m 
(2π)3/2 σx σy σz 

 
Cx,y,z,t  =     exp{−(x− u t)2/ 2σx

2}·exp(−y2/ 2σy
2)·[exp{−(z − H)2/ 2σz

2} + exp{−(z + H)2/ 2σz
2}]    

 

Continuous release:

Instantaneous spill:

      q
2π u σy σ z

C x,y,z  =                       exp(−y2/ 2σy
2)·[exp{−(z −  H)2/ 2σy

2} + exp{−(z + H)2/ 2σz
2}]

Cx,y,z = average concentration at the point x, y, z [kg/m3];
x = distance [m] in the average wind direction (x-direction) from point x to the emission

source;
y = horizontal distance [m] from the point x, y, z to the emission source, in a direction (y-

direction)
   horizontal to the average wind direction;

z = distance [m] from the point x, y, z to the surface of the earth;
q = intensity of the emission source [kg/s];
u = average wind speed [m/s] (in x-direction) at the height (H) of the emission source;
σy = dispersion coefficient (or standard deviation) [m] in horizontal direction, perpendicular to

the plume;
σz = dispersion coefficient [m] in vertical direction, perpendicular to the plume;
H = effective emission height (the sum of stack or source height (h) and rise of plume (∆h))

[m];
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Gravity slump denser-than-air cloud
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Vulnerability: General Model
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Probit function:  Pr = k1 + k2 lnV
Pr = % vulnerable resource; V causative exposure, f(I, t);
k1 and k2 are regression coefficients for:
Heat radiation, blast overpressure, toxic load

Pr 5
21

exp( / 2)
2

R u du
π

−

−∞

= − ⋅∫

Transformation from typical S-
shaped Gaussian cumulative 
distribution function to straight 
line via:

Why? Because scattered 
measuring points can then be 
fitted easily.
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Failure rate data, λ, exponential distribution

1×10-3

1×10-2
5×10-5

1×10-3
5×10-5

1×10-5

1×10-6

Heat exchangers:
Dangerous substance outside pipes
Dangerous substance inside pipes,
design pressure outer shell < dangerous substance
Dangerous substance inside pipes,
design pressure outer shell > dangerous substance

5×10-4

2.5×10-4

5×10-5

1×10-4

5×10-5

1×10-5

Pumps:
Pumps without additional provisions
Pumps with a wrought steel containment
Canned pumps

2×10-6 /m
5×10-6 /m
5×10-7 /m

3×10-7 /m
10-6 /m
10-7 /m

Pipe work:
Diameter pipe between 75 and 150 mm
< 75 mm
> 150 mm

1×10-4

1×10-4

1×10-4

1×10-5

5×10-6

5×10-7

1.25×10-8

5×10-7

5×10-7

5×10-6

5×10-7

1.25×10-8

1×10-8

5×10-7

5×10-7

Atmospheric storage tanks:
Single containment tank; process or reactor vessel
Tank with protective outer shell
Double containment tank
Full containment tank
Pressurised storage tanks:
Pressure vessel

Leak
Freq. 
[yr-1]

Continuous
Freq. 
[yr-1]

Catastrophic
Freq.
[yr-1]

Failure rates of equipment

R( ) exp( )t tλ= −
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Community emergency response

Plant emergency response

Passive  physical protection
walls, dikes, bunds, zoning

Pressure relief devices

Automatic action, SIS or ESD

Critical alarms /Operator supervision
Manual intervention

Basic controls / Process alarms
Operator supervision

Inherent safer
process design

Independent Layers of Protection “Onion”

Fire protection, steam/water curtains



W3 W2 W1

Risk parameter__________________________Classification
Consequence (C) C1 Minor injury

C2 Serious permanent injury to one or more persons;
death to one person.

C3 Death to several persons
C4 Very many people killed

Frequency of, and exposure F1 Rare to more often exposure in the hazardous zone
time in hazardous zone (F) F2 Frequent to permanent exposure in the hazardous zone

Possibility of avoiding the P1 Possible under certain conditions
hazardous event (P) P2 Almost impossible

Probability of the unwanted W1 A very slight probability that the unwanted occurrences will come to pass and
occurrence (W) only a few unwanted occurrences are likely

W2 A slight probability etc.and a few unwanted occurrences are likely
W3 A relatively high probability etc, and frequent etc.

Notes: Other classification schemes would need to be developed for environmental and other material damage.

W is estimated not including SIS; in case no experience exists worst case prediction shall be made.

a

1

1

2

3

3

4

b

-

a

1

1

2

3

3

4

-
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C1

C3

C2

C4

F1

F2

F1

F2

P1

P2

P1

P2

Start

IEC 61508 Risk Graph Scheme for
minimum risk reduction (abridged)

Legenda:

- = No safety requirement

a   = No special safety requirement

b   = A single E/E/PES is not sufficient

1, 2, 3, 4     = Safety integrity level
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Legend:

DP       - Design Pressure
ESD     - Emergency Shutdown
HIPPS - High Integrity Pressure Protection System
MV       - Master Valve
PT        - Pressure Transmitter
SIWHP - Shut-In Well Head Pressure
SSV     - Surface Safety Valve
TA       - Trip Amplifier
2oo3    - 2 out of 3

SIWHP 5200 psi

Primary protection ESD trip set at 2400 psi
Secondary protection HIPPS trip set at 2540 psi

Source: Montague
& Rooney, CCPS 
Conf. 1998, San 
Antonio, TX

HIPPS example for an offshore satellite gas platform

PSV sized for
partial flow
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Accident investigation scene :
• Scene of accident investigation: CHAOS!

• As an investigator one has to deal with:
Fire brigade, police, rumours, emotions, who is to blame, media, witnesses, pictures and 

sample taking, criminal investigation, no admission, opposing views, shifting around of “Black 
Peter”, who will be paying, liability charges, lawyers, resume of operation, clearing debris, 
withdrawal of licence to operate, personnel representatives, the mayor of the local community, 
the director of the plant etc. etc.

• Who is then thinking of a systematic approach?

• First thing to find out is the cause. In fact, one wants the root cause.

• Mostly an accident is caused by a number of factors coming coincidentally 
together. Reproduction of the conditions may be rather difficult. 
Sometimes a cause never becomes clear because e.g. the evidence has 
been completely destroyed

• There are systematic methods developed to try to analyse and to 
distinguish main chain of events from side issues: e.g. ECFA 
Source: Ferry, T.S., 1988, “Modern Accident Investigation and Analysis”, 2nd Ed, John Wiley & Sons, Inc., USA, ISBN 0-471-62481-0
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Events & Causal Factors Analysis

1 2 3Primary events

Secondary events

Contributing factors

Systemic factors

Systemic factors

Contributing factors

Secondary events
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Accident investigation method : MORT
Management Oversight and Risk Tree: Events leading to accident

ACCIDENT

Potentially harmful
Energy flow or

Environmental condition

Barriers and 
Control LTA

(incident)

Events and energy
flows leading to 

accident- incident

Nonfunctional
or functional

Vulnerable 
people or 

object

Nonfunctional
or functional

Controls
LTA Barriers

LTA

Techn
InfoSys

LTA

Facility
operability

LTA

Main-
tenance

LTA

In-
spection

LTA

Super-
vision
LTA

Higher
supervision

services
LTA

SA1

SB1 SB2 SB3 SB4

SC4

SC1 SC2

SC3

Barriers and 

controls LTA 

SB2

Events and 
energy flow

SC3 SB1SC4
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Top part of the 
MORT tree
Johnson, 1980

Injuries, damage, other costs, 
performance lost or degraded, 

public impact

Assumed
Risks

R1 R2 R3 R4 Rn

Oversights 
and

omissions

Accident

Specific control
factors LTA

Amelioration LTA Implementation
LTA

Management sys-
tem factors LTA

Risk assessment
system LTA

Policy
LTA

What happened? Why?

R1 etc. are risks present, which
are beyond control as tornado

S M

R

SA1 SA2 MA1 MA2 MA3
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Mean score for

Industrial sector

'State of 

the art'

Best 25%

Worst 25%

Disastrous

Company 1
Company 2

BRF

Measure of 

control

High

Low

Tripod Condition Survey: Basic Risk Factors (Groeneweg)

Basic Risk Factors

Design (DE)

Tools & Equipment (TE)

Maintenance (MM)

Housekeeping (HK)

Error Enforcing 
Conditions (EC)

Procedures (PR)

Training (TR)

Communication (CO)

Incompatible Goals (IG)

Organisation (OR)

Defences (DF)
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Shell’s Tripod β : Accident causation sequence

Fallible decisionsFallible decisions

Latent failuresLatent failures

PreconditionsPreconditions

Unsafe actsUnsafe acts

System barriersSystem barriers

Accident

Organisation

Human
involvement

Top level 
decision makers

Line management
designers, planners

Line 
management Operators, 

maintenance 
etc.

Causal sequence
Local technical faults,
atypical conditions, severe
environmental conditions

Limited windows
of accident
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Evolvement of safety management
Visser;source Proc. 8th Int´l Symp. Loss Prevention etc., Antwerp1995

Pe
rf

or
m

an
ce

1960              1970               1980               1990   2000

Year

Human errors / factors

Management focus

Equipment safety

SMS

From reacting upon accident   → Prevention: Threat is plant closure
Safety officer only     → All personnel involved
Prescriptive → Goal setting regulation
Side issue → main issue
Start from the top!!

Culture
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Conclusions
1. Hazard identification requires experience. There is room for 

development of more efficient methods.

2. Consequence analysis is a lot of physics and engineering 
approaches. Many models are available but accuracy shall be largely 
improved to generate better confidence. This is especially true for the 
close-in effects.

3. Failure rates are a “pain in the neck” of the risk analyst. Let us try to 
get for hydrogen with its typical hydrogen embrittlement fractures and 
easy leakages reliable figures.

4. In accident investigation much human factor is involved. Concepts 
and models are available to do a systematic job. Culture is top!

5. Hydrogen production and filling plants will have their own set of 
generic layers of protection. These shall be studied in more detail.


